
Sodecia Job Scam 
 
This is a phishing scam trying to get money and personal information. 
 
Original Posting: https://www.workinretail.com/job/JQW25K61KR7GYJK627Z 
 

 
 
 
Email received within hours of posting for the job: 
 
Remote Virtual Interview Invitation 
 
hrassistanttm@gmail.com  
Tue, May 20, 6:25 AM 

 
 
 
  

Dear Applicant, Paul 
 
I hope this message finds you well. First and foremost, I apologize for the delayed 
communication. Our talent desk has recently reviewed your resume across various 

mailto:hrassistanttm@gmail.com


online platforms, and we are pleased to inform you that you have been selected for an 
interview for one of our remote positions at Sodecia. 
 
We have the following roles available, all of which are remote positions: 
Data Entry Clerk- Customer Support Specialist- Executive Assistant- Virtual Assistant- 
Database Administrator- Sales Account Executive - Accounting Clerk- Accounts 
Payable Clerk - Administrative Assistant- Bookkeeper- Office Assistant- Customer 
Service Representative- Payroll Specialist Data Entry Specialist Remote Receptionist 
IT Support Specialist Referral Coordinator Help Desk Specialist Data Analyst Business 
Project Analyst Online Teacher. Call Center Agent Operations Manager Customer Care 
Associate Business Data Analysis 
 
Interview Details: 
Date: May 20, 2025-MAy 30, 2025 
Time: Between 8:00 AM and 7:00 PM (The interview will last approximately 1 hour) 
Interview Link:https://teams.live.com/l/invite/FEA5J_HzG8cevTCnyE (Valid for only 24 
hours, request for a new link after the window elapses) 
Conducted By: Jacob Hanners, HR Manager 
Platform: Microsoft Teams 
IV-Code: SOC-2504 
 
To ensure everything goes smoothly, we kindly ask that you set up your screen name 
prior to the interview using the provided 
link: https://teams.live.com/l/invite/FEA5J_HzG8cevTCnyE and Verification code. 
 
We are excited about the potential of you joining our team and would appreciate your 
prompt response. If the proposed time does not work for you, please let us know, and 
we'll gladly adjust to accommodate your schedule. 
 
Thank you once again, and we look forward to speaking. 
 
 
Transcript of interview: 

https://teams.live.com/l/invite/FEA5J_HzG8cevTCnyE
https://teams.live.com/l/invite/FEA5J_HzG8cevTCnxU(Valid
https://teams.live.com/l/invite/FEA5J_HzG8cevTCnyE
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Link to site reporting this as a scam: https://www.scampulse.com/sodecia-imposter-
employment-phishing-and-identity-theft-scam-reviews 
 
 
Email received after the job offer (but before I sent the link about this being a scam): 
 
EMPLOYMENT AGREEMENT LETTER/I-9 FORM 
 
head.recruiting@sodecia.us 
 
11:49 AM 

  
 
  

Dear Paul, 
 
 
Congratulations, and welcome to Sodecia! We are thrilled to have you join our team. 
Attached to this  email, you will find your Official Agreement Contract. Please take the 
time to review it carefully. To proceed, kindly complete the following steps: 

1. Print, sign, and scan the agreement. 
2. Provide a clear copy (front and back) of your government-issued ID (e.g., Driver’s 

License) to verify your authorization to work internationally. 

https://www.scampulse.com/sodecia-imposter-employment-phishing-and-identity-theft-scam-reviews
https://www.scampulse.com/sodecia-imposter-employment-phishing-and-identity-theft-scam-reviews
mailto:head.recruiting@sodecia.us


Your prompt completion of these steps will allow us to finalize your onboarding process. 
Should you have any questions or require assistance, please do not hesitate to reach out. 
We look forward to working with you! 
 
 
Best regards, 
Human Resources Department 
Sodecia 
 
The attachments to the email included an I-9 form that asked for stuff like social security 
number plus a picture of a passport or driver's license. 
 
 


